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Abstract

Now a day’s videos are living in the heart of the modern communication world. Every one socio living being in this world
uses videos are parts of social media like Whats-app, Facebook, Instagram, and Twitter. However, the problem persists the
trustworthiness of those video published in the media world. Due to high-end open source free video editing software are
readily available for editing the source video and modifying the content of the video becomes simpler. In forensically a part
of media information copied and pasted in the same or another footage without changing the source of information is called
it as copy-create forgery techniques. At presently some researcher found the methods in both active and passive forgery
techniques those are all focusing on hardware embedded and high processing detection with the lowest accuracy and
executed by considering minimal parameters which are becoming a bottleneck for the unique solution. Now we are
proposing techniques with the help of necessary video vision processing to identify the forged region with extracting
necessary information and applying the backtrack methods for investigation method to detect the forged part and
authenticating the source of the video. We are proposing concepts and implementation by considering the region of interest
parameter by visualizing and analyzing the very basic pixel mapping along with block matching of a group of pictures
converted by forged video along with source information. We are taking the statistical mean frame of each forged frame
along with color channels and deducing and mapping with each block and generating a forged region of copy-create forged
video. We are using forensically standard forgery data set created by Surrey University as SULPA and its parser dataset
REWIND with customizing with the help of visionary parameter for testing the result. We succeeded 96% for accuracy and
precession of the result. We also got the excellent accuracy in other standard dataset YTD and SYSU-OBJ-FORGE dataset.
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Introduction

With the availability of advanced video editing tool creates
socio-living problem., due to such software, digital media
communication becomes untrustworthiness where we are living
with the social media world. In social media, every day we are
getting massive fake video transactions with the advancement of
technology over modification and alter of the video information
becomes more straightforward, but identification and
publication of such video become a bottleneck for currently
available of the technology. All forged media editors create such
video for targeting high profile personalities to create
embarrassment situations for them and creates media hype for
publication impact factor. Recently words top newspaper Times
of India identify popular actor Amitabachhans fake video
published on June 28, 2019, in digital publications as shown in
Figure-1'. Various television media starts telecasting with
forgery video in the console and making entertainment program,
as shown in Figure-2%.

Many passive approaches are available with limited parameter
based identification; now we are proposing a forensic approach
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for detecting the region of Copy-Create Video Forgery By
applying frame similarity approach using generic solution by
using standard video forgery dataset.

Literature Survey on Recent Video Forgery
Detection

From the literature survey, several researchers have developed
and proposed different video forensic approaches: Omar Ismael
Al-Sanjary' proposed a method related to cloning object in a
video, Shania et al.” proposed copy-move using coarse-to-fine
approach, general copy-move forgery techniques®® are
presented based on specific forgery techniques. Later frame
duplication related work and copy -create video forgery related
work submitted by Chittapur and Murali S'"". Automatic
detection of object forgery along with the sysu-obj-forge dataset
given by S, Chen'.

From the above literature survey, it identifies that mentioned
achievable results are by considering a few numbers of input
customized video, now we are proposing a method which
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supports standard video forensic dataset like SULFA",
REWIND'® and VTD' dataset. All results and their
contributions applicable to customized video dataset and few
parts of standard data set. Now we are proposing the
methodology for the generic dataset and identify the forgery
region.

Method and Implementation

In this proposed algorithm, first illustrates designing the dataset
by referencing standard forged and authentic video gallery. In
next section described copy create video forgery detection by
applying a frame similarity approach for standard forgery data
set used for scene created by adding, subtracting, or modifying
the information about the original video. Second Section
illustrate regarding frame similarity algorithm, and last section
discussed the result differed frame different data set.

Designing the dataset: From considering the SULFAP",
REWIND'® and VTD'” data set around 300 authenticate and
forged video data, we are created customized video dataset by
considering invariant frame features with the discontinuity of
the object in a preferred video. SULFA'® contains unique just
as forged video documents. Every video is around ten seconds
in length with the resolution of 320x240 and 30 frames for each
second. Thus, The VTD”, concentrated on video altering
recognition on videos gathered from the YouTube, is made out
of 33 downloaded videos, 16-s in length, at 30 fps with an HD

ISSN 2320 - 6527
Res. J. Computer and IT Sci.

goal. The first dataset is subdivided into four subsets: one
containing unaltered videos; one with videos made by joining;
one with videos controlled by copy-move; and one with videos
altered by swapping frames essential. SYSU-OBJFORG*
dataset contains 100 essential and comparing 100 object-based
forged video cuts, which are all 3 Mbit/s, 1280x720 (720p)
H.264/MPEG-4 encoded video streams.

Copy-Create video Forgery By Frame Similarity approach:
We are proposing an approach by considering each suspected
video is converting into several groups of picture frames as
blocks, now we each block is consist of a group of pixels with a
defined set of picture element properties. Now by considering
those properties set it as mapping frame-block as Q.

Each Q block is a summation of video which is represented by
video model representation

Qz =[I(1), B(1), B(2), P(3), B(4), B(5), P(6), B(7), B(8) (1)

Qz is a typical time sequence with a variant set of relative group
of video model with a different colligative sequence of flow
frames with Interleaving(I), Bidirectional(B) and Predictive(P).
Now, with reference video, each block Qz is having feature
group of sequence with directional components and correlative
features between a set of frames.

Figure-1: Amitabh Bachchan falls prey to fake news via web-based networking media distributed in Times of India on June 28,

2019".
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Figure-2: Fake videos and gossips related strategies create a media episode published on 6" July 2019°.
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Now each block is consist of set frames as:

7(Q) =ixi§iyi

Z (Q) is the resultant identified forged region and ) xi over the
set of converted group of frames from 1 to last identified frame
as n is the set of frame feature compared with each block along
with a set of sequence, those are block mapped by comparing
each block by a group of pixels to Yyi along with 1% frame of
feature set to last colligative sequence as m. Each resultant

2

- - ‘-'1.—‘- ¢
';'.-_ - ! . I
|- 3 = E
= T

LH o =dl=red

(a) SULFA Data set

" (b) REWIND Dataset
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compared features stored in the z(€2), which has forged region
of suspected video.

Result and discussion

Dataset designed and proposed algorithms are implemented in
matlab14 using computer vision and image processing toolbox.
We considered all the video specified in dataset standards and
achieved good precession and accuracy result shown in tablel
for different operations performed in a video.

Figure-3: Forged Videos from different standard Dataset.

Figure-4: Group of pictures from different standard Dataset.
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Figure-3 demonstrated the sample videos from the different Figure-5 and Figure-6 by referring proposed copy create forgery
standard dataset; we extracted a group of frames (GOF) is detection using similarity approach algorithm.
shown in Figure-4 the resultant forgery regions are shown in
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(b) Resultant GOF forgery region in the tested video from REWIND Data Set
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(C) Resultant GOF forgery region in the tested video from VTD Data Set
Figure-5: copy creates forgery detection using similarity approach algorithm.

- i
(a) Sulfa dataset (b) Rewind dataset (c) VTD dataset
Figure-6: Forgery region identified by proposed frame similar approach.
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Following Table-1 illustrate the result among different standard
data set for different operation performing on copy-create video
forgery detection using a frame similarity approach.

Table-1: Forgery frame detection among different dataset
samples using a frame similarity approach.

Total
Resultant Number of
Resultant forgery | Original GOF G f
Data set GOF extracted extracted roup o
. Frames
from tested video from tested .
. tested in
video .
each video.
SULFA
Dataset 210 40 250
REWIND 348 206 554
Dataset
VTD
Dataset 184 267 451
Conclusion

Copy creates video forgery is a common problem in video
authenticity because freely available sophisticated video editing
software’s. Research community working on finding a solution
for this classical problem, they are all success in identifying the
solution with backtrack techniques. We are proposing a unique
solution by refereeing standard and forgery video dataset, which
helps to identify the challenging problem exist in copy create
video forgery detection. We proposed a forensic approach for
detecting video forgery detection using a frame similarity
approach.

We use SULFA", REWIND'® and VTD'' dataset for the
different forged dataset and tested around 300 videos. In this
paper, we use each video from the said dataset as identified. We
successfully identified the forgery region with frame
comparison with similarity approach. We use forensic back-
track approach that suggests us to identify forgery anomalies by
referring intensity differences by mapping the block comparison
techniques. Source mapping is the bottleneck of this approach.
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