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Abstract

Data security is one of the important aspects of network security so we need encryption algorithm to increase data security
like DNA Cryptography. This paper mainly focuses on implementation of the DNA cryptosystem with the use of AES and keys
management using RSA algorithm and also verification of data at other side. The system has been implemented in java using

NETBEANS IDE 8.2.
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Introduction

Cryptography is a field of study about the secret text.
Encryption means converting plain text into cipher text and
decryption is just reverse process of encryption means
converting Cipher text into plain text'. Cryptography means
converting plain text into secret codes. Sensitive information is
being encoded using cryptography”. Information security has
rich set of encryption algorithm. They can categorize in private
key encryption and public key encryption, in private key
encryption only one common key is used whereas in public key
encryption public and private key is used’. Public key is known
publicly, used to encrypt data whereas private key is only
known to the authorized user and cipher text can only be
decrypted using private key. An application that enables both
encryption and decryption is called cryptosystem. The size of
key used for encryption specifies the level of security. For
example if key size is 512 and 1024 bits respectively then 1024
bits key is more secure than 512 bits keys’. The size of the key
space is propositional to the time taken to crack the cipher text

by the intruders”. Key management is one of the important
aspects of cryptosystem, the more efficiently we manage those
key, and more security will be provided to the system. DNA
cryptography is a new area of cryptography research which
derived from the biology’. This paper holds implementation of
DNA cryptosystem using AES and managements of keys using
RSA algorithm.

DNA Encryption Algorithm

DNA cryptography is a modern technology and has been
derived from biotech field. DNA cryptography can play a
vitalrole in the field of network security. In DNA cryptography
we substitute following values for the binary numbers and a
chain of DNA is generated which is more secure and reliable. In
DNA cryptography mixture of mathematical and biological
concepts are used to get the encrypted data in the form DNA
sequences. The benefit of this scheme is that it makes difficult
to read and guess about data (plain text)°.

Plain Text (P)

Decryption

Message Digest
MD

Figure-1: Encryption and decryption process.
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Problem Identification

In this era it is very important to keep messages secure and now
a days many technologies has been developed to protect
messages from intruders, and along with that modern system
and technologies have also been developed to crack the
messages being sent over the networks so there is a need of
powerful techniques that can provide higher level of security
and reliability. DNA cryptography can be used to achieve higher
level of security and reliability.

Problem Solution

The solution of the problem is to use an algorithm which is
complex and reliable too. Here we have used AES using 128 bit
for implementing DNA cryptosystem. In order to ensure the
integrity of the message concept of hashing is also used using
SHA-256 algorithm. One of the main problems encountered
during the implementation is to maintain different keys. The
keys should be kept in such a way that it should not be
accessible to any unauthorized user while communication
otherwise it could reveal the secret.

There are two ways to manage the keys such as: i. Using a
separate database, which can only be accessed by authorized
user? ii. Using RSA in order to manage keys while
communication (RSA Key Exchange)”®.

The implementation of system using first way requires enough
security so that only authorized user can access keys. The
implementation of system using second way is more appropriate
and does not requires much overhead to get the task done. This
paper contains the implementation using the second way and the
steps are as follows: i. Keys K1 will be encrypted using RSA
algorithm (1024 bit key) to obtain CK1 using public key PK1.
ii. Private Key will be sent to the receiver so that keys CK1 can
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be decrypted using the private key to get original keyK1 in
order to decrypt the cipher text, which has been sent to the
receiver, to get plain text.

Working of Proposed System

This section of the paper contains the working of the proposed
system at the side of sender and the receiver too. Appropriate
diagram has also been used wherever required so that working
can easily understand by the readers.

At the sender side: i. A plain text will be given by the user as
input in the first phase where AES encryption will be performed
using 128 bit key, to get cipher text Cl. ii. Cipher text Cl1
received from the first phase will be converted into binary text
B where each converted value is composed of 8 bits. (add extra
bits in order to make it of 8 bits). iii. Now covert binary text into
corresponding DNA base pair (amino acid group) to get DNA
encrypted text’. iv. Apart from that a hash function H (SHA-
256) will be put on the original plain text to obtain the message
digest MD1, which will be sent to the other side. v. Keys Kl
will be encrypted using RSA algorithm to obtain CK1 using
public key PK1. vi. DNA encrypted text, encrypted keys CKl1
and message digest MD1 will be written in a registration entry
file and likewise private key will be stored in a another file,
which will be sent to the receiver for decrypting at the other
end.

Figure-2: File structure.

RSA 1024 bit
AES 128 bit Key Public key Key CKl1 B
SHA 25
Plain Text (P) Hash Function” | Message Digest
MD 1
| Sent to

128 Bit| Key — | Server Side
Cipher Text (P) ?zﬁT\JIXT?:se DNA Cipher Text

RSA 1024 bit private key _—

Figure-3: Working of the proposed system.
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At the receiver side: i. At the receiver side the DNA cipher text
C1, keys CKI1, private 1024 bit RSA key and Message Digest
MD1 will be read from the registration file and decryption will
be performed on Keys Ckl,using private key to get Keys K1. ii.
After obtaining key K1 we apply amino acid group base to get
binary text where each value is composed of 8 bits. iii. In
obtained binary text we apply reverse method to get original
decrypted text message (cipher text). iv. Now we apply AES
128 bit decryption process using key K1 to get original plain
text. v. Now a hash function H (SHA-256) will be put on the
obtained plain text P to obtain the message digest MD2, which
will be compare with the message Digest MD1. vi. If both MD1
and MD2 matches then we can say that original message has not
been altered otherwise the original message has been altered
with.

Implementation of the System

This section of the paper contains the implementation of the
system step by step. Appropriate diagram has been used
wherever required. Working of system at the side of the sender
and receiver has been explained using the diagram. i. Figure 4
depicts that a plain text P will be passed to the AES encryption
phase using 128 bit keys to get cipher text C. ii. Cipher text C
would be converted into binary text. iii. Binary text is converted
into DNA base pair i.e. DNA encrypted text.
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Table-1: DNA digital coding.

Coding DNA Nucleotide Decimal Binary
T 3 11
G 2 10
C 1 01
A 0 00

The Figure-5 depicts that a message digest can be generated
using SHA-256 algorithm (hash function) by applying it on the
plain text to get Message Digest MD1, which will be sent to the
other end along with the encrypted key.

Figure-6 depicts the decryption process which is just reverse of
the encryption process mentioned in Figure-4.

The Figure-7 shows the comparisons of message digest will be
performed at the receiver side in order to check the integrity of
message being sent.

. SHA 256 Message Digest
Plain Text (P) Hash Function MD 1
v
Cipher Text (P)
Binary Text DNA base pair
(Each Value of 8 .
bits) DNA Cipher Text

Figure-4: Working of the system at sender side.

Hash Function (H)
Applying|H on P
A 4
Plain Text (P) Message Digest
MD

Figure-5: Appling hashing on plaintext at sender side.
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MD 2
DNA base pair
Binary Text SHA| 256
Hash [Function

(Each Value of 8
bits)

128 bit|PK K1

Cipher Text (P) > Plain Text (P)

Figure-6: Working of the system at other side.

Received Message
Digest \ No
Matched Message is

? altered
Obtained Message /

Digest (MD)

Message not
altered

Figure-7: Verifying decrypted message at receiver side.
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Figure-8: Login page.
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In Figure-9 is encryption page where DNA encryption of any
given text is performed and time taken for encryption is
calculated each time. In this page message digest MD1 and
encrypted key K1 (using RSA 1024 bit public key is stored) and
from this page we save DNA cipher text, MD1 and encrypted
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In Figure-10 is Decryption page in which we have to read
Cipher text and RSA private key written on registry entry file
and then DNA Decryption of cipher text is performed and any
type of alteration in original message is checked each time using
message digest and also time taken for decryption is calculated

keys into registry file. each time.

(L) Mltiphase Cyptosraphy Sy-ters NN = s

Login Tools Logout

T 3 —
Encryption form = o &
input text length available input for character Time taken for encryption in milisecond 998
IThis is a DNA ci tosystem. =
Enter text for encryption ki ¥
["8W0eNhGoHqaSrAO6wKrjrie S82mVRxqpqvBbaDIE1ThEvV(2j0hm

Cipher text
00101010001110000101011100110000011001010100111001101000010001110110111101001000011100010110000101010011011100100100000101001 | ~]

By T 11100110110011101110100101101110010011010100111001001101001011001010101001100111000001100100110110101010110010100100111100001 | _|
110001011100000111000101141011001000010011000100110000101000100011010010100010100110001010101000110001001000101011101100010100 ||
00011001001101010001100000110100001101101 =
AGGGATGACCCTATAACGCCCATGCGGACACTCGTTICAGACTACCGACCCATCTAGCAACCATTATCGCTCTCAG TCTAGCGGGCTAGCGGCCGCCCCATATGAA|~]

DNA text TAGCGTCCCCGCCAGCTGACTACCTAACTACCTCGCAAGCGAGCGACCACACGGCCACCATACCCCACGAGCACCCTCGAGGAATAGCGGGATAACGGACGTE |_
) b3e74c01ee363d25f311fbf7ede1cabe0f3e1270 =
Messege digest | =|
F8G0B86masCxGnYQITE)7JtAQop4U TRHGM(8NPe10FU(BK7 OPm)p4UVvBuab7 2muy2W) SMyidtel(GH
Encrypted Key "8G X900opvriSxvLMz SdCutMI3BgpduPswIi9fSm S Sexy(BqkDz10xnFremxQpz1 TUYVWVCTTEDINQsSP
["BWYB83Yp5ShqAVqREY (GyVuacGiwQsyrévRDxelWW30peUwisQFMB
| Encrypt | | Convert to Binary form | | Convert to DNA text | | Save Cipher to File | | Clear | | Close

10:23pM | |

Figure-9: Encryption page.
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Cipher text file Private key file

D\DN.Acrymo\31—03-22-40—58f:ipher.kev| ‘ Browse ” Get cipher | P:\DNAcwpto\ﬁ—DB-z2-40—58.iprivatekey.key|| Browse ” Get Key

AGGGATGACCCTATAAATCGCAATCGCACCCTCGGCCAACCGCACGGCCGTGCCACATATCGTICCCCCACGCGGGCTCGATCTCTACCCAACCGCCTACATCTC| ~

e GGAATCTCAAGAGGACACGCGACATAGCCCTCGTACGCACTACAGGCCGTTICAGGATCTCAATCTCACCAACCGAATC TAGGACACACCAGCACTCACTATCG
ipher tex =

[l

(001010100011100001010111001100000011011001000011011001000101011101101001010000010110010001101001011011100101000100110011011011
. 110101010101000110011010100111011000110111011100010101000001011001011100010011011101101000001101110100001000101000010001100110
EREy 000100110010010101110110110001100100011100010010100101101111010010100011011101000011011101000101000001011000001101110010100001 |~
00010001010010010001110100011100110110

»

[l

@ messege has not been altered

[BWOECAWIAdINQ3oUF|V7 P Y q7h7B(Fa2widq)oJ7CtPX7 (DRGGE
Cipher text

[T Ty

Messege Digest

Ib3&?d—|’.‘-l]1EEEE3d25f311fbﬁE491caEEl]f3e1 270

OE

Encypted AES Key ["8GOCIfJQpP3I0ILTY pKkCBXpo4tKqtQpTnAPSTPUATKOSUUCTNZhKF4HEY 1cLX38VUVYXpmMWROrNIECTR*8GXPSDITJSTOH7X9LGXJBbNEVYruHQ8GgUECchrk

PXGY4Y(ENmMyX(FLgdUlHW7AtICX(hFCLDO(7ANFB*8WYulanhclESVNISnrtrckAIO3v10DY 1GsAU(SSHPEPVWOWSc()

[TIAD

[This is a DNA cryptosystem.
Decrypted text

mD

| Convert to Binary text | | Convert to Cipher text | | Decrypt |

C B =

Figure-10: Decryption pge where message is not altered.
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In Figure-11 is Decryption page in which we can verify whether
message has been altered or not if there is any alteration in
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because of RSA key encryption takes lot of time during
encryption.

between we will get message like above diagram.

Conclusion

Comparisons o ) o
Data security is one of the prime aspect of network security it

includes mechanism to prevent unauthorized access of data
while communication. The implementation of DNA encryption
is a step ahead to the network security. DNA encryption is a
fusion of cryptography with DNA based molecular. It plays an
important role in the modern cryptography.

We have compared encryption and decryption time for various
Size of text file i.e. 1KB, 2KB,3KB,4KB and 5KB and results
are shown in following given chart. In the following chart the
encryption time is much higher than of decryption time it can be

fo— F
Ll Multiphsse Cyiptography Syster R ———— = = | %

Ilogm Tools Logout

] pecryption form ‘@ B

Time taken for deryption in milisecond
Private key file

AGGGATGACCCTATAAATCGCAATCGCACCCTCGGCCAACCGCACGEGCCGTEGCCACATATCGTTCCCCCACGCGGGCTCGATCTCTACCCAACCGCCTACATCTC)
GGAATCTCAAGAGGACACGCGACATAACCCTCGTACGCACTACAGGCCGTTCAGGATCTCAATCTCACCAACCGAATCTAGGACACACCAGCACTCACTATCG

Cipher text file

DADMACrypto\31-03-22-40-58/cipher.key ‘ | Browse H Get cipher |3.\DNAcryplu\31—U3—?24U—58rur|vatekey Key‘ ‘ Browse ” Get Key

]

DMNA Cipher text =
001010100011100001010111001100000011011001000011011001000101011101101001010000010110010001101001011011100101000100110011011011 | =/
5 110101010101000110011010100111011000110111011100010101000001011001011100010011011101101000001101110100001000101000010001100110|
P 000100110000010101110110110001100100011100010010100101101111010010100011011101000011011101000101000001011000001101110010100001 | —
00010001010010010001110100011100110110 =
Message ] | ~]

["8VW0BCdWIAdINQ3oUF|v7qPYq7h7B(Faowldq @ messege has been altered

Cipher text

4] L ]»

Messege Digest Ib3974cD1ee383d25f311fbf724e1ca890f3&1270

o

Encypted AES Key ['BGOCITJQpP30ILT Y pkCEBxp34tKqtQpfnAP STPUATKOSUUC T1NZhKF4HEY 1cLx36vUVyxpmwROMmMIEc1R
["BGXP5DI7TJSTOH7TX9LGXJbNEVgruHQ8GgUEchrkpxGY4Y (ENmyx(FLgdulHW7AtICx{hFCLDO(7TAnFB

["BWY ulanhclESVNI8nrtrckAIO3v10DY 1GsAU(SSHPEPVWOW Sc()

[IRD

Decrypted text

14| Ln]»

Convert to Binary text | | Convert to Cipher text

s "5 fE

Figure-11: Decrytion page where message is altered.
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Figure-12: comparisons of encryption and decryption time of various texts file having different size.
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