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Abstract

The project discussed here is an interactive application system for the employees in a software development firm. The key
concepts described in the project are, i) wireless connection between a server and a number of client nodes, from where a lot of
users can do their jobs, and the server node, as a medium of storage, using Bluetooth; ii) an editor and a compiler, which
supports multiple programming languages like, Python, Java, C, C++, HTML with an option to add other languages if the user
want to; iii) an embedded system to check the necessary details regarding their payments and to claim the payment cheque, to
check the available loan plans, to apply for a loan, to check the loan payment status etc.; iv) to communicate with the other
users, who are currently available or not; v) to check their performances over a certain period; vi) and lastly to check for the
available snacks in the office canteen and to order the products to get them at their desk, to reduce the appetite and increase the
comfort in work. Furthermore, there is also an ‘admin-panel’, from where the administrator of the system can do several jobs
like, i) to monitor the works of the employees; ii) to add new employee and his necessary details; iii) to send message to a
specific employee or forward a notice to all of the employees; iv) to award points to the employees according to their
performances and the attendance. The key factor of the system is, the system is not dependent on the identity of the machine,
whereas, the integrity of the system lies on the unique identification of the Bluetooth adaptors, and thus, it increases the
flexibility of the system. As an example, if an employee decides to do the job from their own PC or Laptop, or any device they

are using, they can do their job just by connecting to the server using his ‘user id’ and ‘password’.
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Introduction

In the era of energy crisis, I was thinking of something that will
save energy, as well as can be used to connect two or more
terminals to form an efficient network to serve the purpose the
of a small office or a business firm'. I had so many options to
establish the connectivity, like; standard Cat-5 cable, Wi-Fi
technology, Bluetooth and some other technologies. Now, I
didn’t use Cat-5 cable, because, it requires a lot of energy, and
other devices like Router, Switch, Hub etc. In the next, the Wi-
Fi technology was efficient but, again, it requires more energy,
some other devices like; Wi-Fi Router, Wi-Fi Modem, and Wi-
Fi hotspot. So, it is neither energy-efficient nor cost-efficient.
So, I didn’t use Wi-Fi technology. Last of all, Bluetooth is better
option for serving my purpose. It requires low power which
results to long battery life. Bluetooth technology can be used
within the range of 30-feet, which is reasonable within a small
building. Moreover, the data-transfer rate of the Bluetooth
technology is quite acceptable, i.e. 3-4Mbps®. So, finally, due to
the aforesaid benefits, I decided to use the Bluetooth technology
for the connectivity in my Network applications. But, there is a
major disadvantage using Bluetooth. The radio signals used to
connect the Bluetooth devices considerably depends by the
humidity of the environment; that affects the service of the
Network in times. Since the Bluetooth technology was invented,
a few decades ago, there was no such system was made to run
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the applications in a connected system of a few client terminals
and a server terminal. So, I thought, if such an application can
be created, which can be used in a software development firm,
where the employees can work in some client terminals, and use
the server as a purpose of storage and testing the results of the
codes written using multiple languages, like; C, C++, JAVA,
PYTHON, HTML etc.. And they can also check their other
necessary details being an employee in a software developing
firm. And, there are some other features of the application, like;
there is an administrator terminal for the head of the firm, who
will manage the employees, update the necessary details of the
employees, and, the most interesting feature, the administrator
will be able to monitor the works of the employees as well. The
whole system and all the files that are created by any of the user
will be stored with an encryption using symmetric
cryptography, so this is an additional security measure. Apart
from this, there is some other features used like, communication
between the employees using message passing, and, ordering
some food, from the canteen of the firm from the client if the
user want.

Methodology

There are three basic terminals, in the application. One is for the
user, other one is for the Canteen owner, and the most
importantly, the server terminal. The server terminal has a fixed
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MAC address, and the canteen part has a fixed MAC address.
And the users of the application whether he is an administrator
or a normal user, he can use any of the device available, or he
can use his own device like, laptop, or tablet pc, running any
version of windows operating system just by installing the
application. As a result the MAC addresses of the users are not
fixed. The user access the data saved in the server just by
logging in to it using his ‘user-id’ and ‘password’. The
following figure gives us a top view of the system, how the
different nodes are connected.

Client users includingadmin

Figure-1
The top view of the system showing how the different nodes
are connected
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The nodes are connected by the wireless technology, Bluetooth.
The maximum manipulation regarding the work of a user, that
is, when a user try to compile or run one’s source code, the
process is done in the client machines, whereas, the calculations,
regarding to the payment of the employees, or the security of the
system, is done in the server machine. Each and every file in the
system is encrypted using DES cryptography®. The
administrator has two DES cryptographic keys. First one is
common for all the admins, which is used to encrypt the files
related to the user, like, the file containing the user name and
password of the users, or the file containing the list of the files,
a user has saved in the system etc. Where, the files related to the
admins are also encrypted using a temporary key, which is
automatically changed in a timely manner, and the files are also
encrypted again correspondingly. Thus if anyone steals any
data, he will definitely not be able to figure.ure out what does
the encrypted data mean. On the other hand, when the data is
sent from one node to another, the data is also encrypted using
DES cryptography and sent’. Thus, if anyone taps in between
two clients, again he will not be able to understand the meaning
of the encrypted string. A diagrammatic representation of the
entire process is given below in two consecutive figure and the
step algorithm follows them.

Process login requestand
send information

Createfileand send
information

Openspecificfileandsend [
; the file content llll
/ \

Save the sentdata in
specificfile To Client
Response
Handler
Send payment detalls for
the user

Sendall available loan
details data

Check for available food and
sendinfo

Figure-2
The main process in the server node
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Step Algorithm for the server: i. The server node is always
in listening mode. ii. Request from the client node is
received. iii. If the request is accepted and correct in the
specified protocol, then continue to step 4, else step back to
1. iv. The received request is passed to the request handler. v.
Then the particular request is then passed to the response
handler. vi. The response handler finishes the specified task,
and then the processed result is sent back to the client, from

Response
Handler

Request

Res. J. Engineering Sci.

where the request has been received. vii. The control is again
sent back to the step 1.

Step algorithm for the Response Handler: i. The request is
received from the request handler. ii. If the request is
authenticated by the user, then forward the control to step 4 (for
example, the user is trying to open a file created by other user).
iii. Send proper error message to the user. iv. Process the request
properly, and send the information to the user node.

Process the file and
send the file content to
the user node

whether
the
current

the file

oroot 7

Send proper error
age to the user

Figure-3
Flowchart of the process in the response handler
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Figure-4
The main process running in the client nodes
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Step algorithm for client: i. The client has to log in to the
system for using the entire system and facilities, thus, the
system prompts the user to login first. ii. The login request is
generated and sent to the server. iii. Server responses to the
login request. iv. If the server grants the login for the user,
control is passed to step 5, else, it is sent back to the step 1. v.
The user in the client node gets a home screen, containing
several options to start the work.

Data Structure: The entire building block of the permanent
data storage system is data structures like, dictionary, list, tuples
etc. We have chosen to use simple text files to store the data
permanently and to use basic data structures extensively as
mentioned earlier. We have used dictionary to store several data
which is responsible for the user to grant access to number of
services. A dictionary is a special kind of data-structure of
python, which support the following features. Keys must be
immutable, and this key can be number, string, tuple or
anything, but, it cannot be changed after creation, because of
hashing. And moreover, the keys must be unique again because
of hashing. There are no restrictions of values in a dictionary,
and the keys will be listed in arbitrary order'. For instance, the

Fle Edt Format View Help
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file responsible for the users to login to the system looks like
this:

Here, the username field is a string, containing the username,
and there is a tuple corresponding to the key i.e. the username,
and the first field of the tuple contains the password, and the
second field contains the string for the generation of the
cryptographic key which we use to encrypt the data stored by
the user. There are several other similar kinds of files containing
other related data. For example, the next screenshot shows the
text file containing the list of the files, a user saved in the
system. In this case, we have used a dictionary, where the
username has been used as the key, and there is a list
corresponding to each key, containing the name of the files
saved by the user.

As I have mentioned in the motivation, we are trying to build a
system, which will be low power consuming as well as cost
efficient, we have purposely chosen to use data-structures stored
in simple text files, instead of database. As a result the whole
system will not be bulky and will be very suitable for the
smaller systems as well as for the larger systems.

{'userl:("passl’, 'adf334gt’), ‘user2":("pass2’, ‘qwrwed53’)}

¢ £ ¢

¢ ¢ £

user name for the passwordforthe  crvptographickey  wernameforthe passwordforthe  cryplographic key
frst user first user for the first user second user second user for the second user
Figure-5

The screen-shot of the file used to store the user-name and password for the user

Fle Edt Format View Hep

("userl":['a.py', 'test.java’, ‘prine.c'], 'user2":['a.py', ‘test.cpp’, "home.htn] "]}

wernane i st ofhe e saved b he frstser vernan ol e st of the files saved by the second user
frst user second user
Figure-6

The screen-shot of the file used to store the list of the files saved by the users
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Results and Discussion r "
As mentioned earlier, the user has to login first to use the ?ﬁ User Home Screen = [ X

facilities available for the user. The window for the users to log

in to the system looks like the screen-shot given in figure-7. Create a file

i R’

7% login = |B X

Check for payment Check for Loans

Check for the loan payments

User [d:

Password: |

" User ™ Admin

Figure-8
Screen-shot of the Home-screen of the user

i ¥ In the next screen shot, it shows how the files are stored in the
server, i.e. with an encryption. If anyone steals the data, he will

Figure-7 never be able to the original text.
Screenshot for the login window of the users

Order food

Log Out

) o Again, the next screen shot in figure-10 shows the, decrypted
Again the screen-shot, of the home screen of a user is given document, which is readable by the human being.
below in the figure-8.

IDLE 2.6
>»» f=open('t.py','")
>»» print f.read()

&) Hzldse, 0Ptz Exalies, b El foE<afaras "] -rebi:l*ass0s0e 1Rl >/ Gpd DT 0N #¢00
e

Figure-9
The above screenshot shows the encrypted text stored in the file ‘t.py’

== ET=open ke . CxxT ", "X )

> FTrnom Crypto . Cipher imporit DES
== key=DES . _ nmew(E.xread () )

== E.oclo=e ()

e e Fe—oprera " - o " s T "}

> print kKey.decrypro (E.xread() )

From TkKimtcer Iimgort =

root=ILT Kk ({]

rootc.citle (("Thi=s As my Test £ile")
root.mainld oo )

e e amer

Figure-10
The screen-shot of the decrypted document, which is stored in the file ‘t.py’
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Conclusion

The project gave me a lot of first-hand experience of using
technologies like Bluetooth. It gave me an experience of GUI
programming, and network programming using python. I used
data-structures, stored in files. That gave crystal clear ideas of
different data structures. In future, this project can be modified, by
using database for storing huge data, and that will definitely
increase the reliability of the application. And, depending on the
need of the number of users, Wi-Fi can be used as the connecting
technology, but we will have to consider the energy efficiency and
cost efficiency. Furthermore, we can use public key cryptography,
to better the security of this application. I will definitely work on
this project later and will try to modify it, to improve the user
experience as well as reliability in terms of security.
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