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Abstract  

Contemporary Socio-Economic environment is evolving becoming more security conscious. Currently people are taking a 

greater number of steps to get safety and security from both the government and the industry including online services. A 

dual economy, low income and educational levels, which result in poor levels of human development, high unemployment 

rates, high levels of income inequality, and flimsy democratic institutions are some of the main economic and social traits of 

a developing nation. Just as there are many different kinds of crimes that can be done, so too can the types of people that 

perpetrate cybercrimes. Cybercriminals can include young hackers, resentful workers and insiders, or foreign terrorists and 

spies. When a computer is used in their crimes, these criminals become into cybercriminals. It goes without saying that 

cybercrime is a major problem in Karnataka, costing the state and its people a great deal of money. The fact that criminals 

are frequently effective in hiding their identities is the most pressing issue. The commonest Cybercrime observed was the 

Cyber stalking and least encountered was the Morphing. Victim being the commonest manner of Cyber stalking (54%) with 

residing in Urban setup belonging to Middle socioeconomic strata (53.34%). 
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Introduction 

The contemporary socio-economic environment is evolving and 

becoming more security conscious. Currently people are taking 

a greater number of steps to get safety and security from both 

the government and the industry including online services. 

These changes create a new era of security known as 

information technology security. A dual economy, low income 

and educational levels, which result in poor levels of human 

development, high unemployment rates, high levels of income 

inequality, and flimsy democratic institutions, are some of the 

main economic and social traits of a developing nation
1,2

. We 

contend that there is a close relationship between these traits and 

cybercrime. Many times, these reasons transcend between 

social- economic, behavioural and psychological personal 

factors
3
. 

 

For example, low income and education levels cause consumers 

and developing world-based enterprises to adopt new 

technologies very slowly. Since many of the people in the 

developing world only recently acquired computers and made 

their first Internet connection, many of them lack technical 

knowledge and experience. Most of them are also not fluent in 

English. Because the majority of security product instructions, 

information, and other elements are only available in English, 

this last point is quite important. A large number of Internet 

users in developing nations are unable to use IT security 

products that are written in English
4
. 

 

A dual economy can be defined as having two sectors: an 

industrialized urban sector that is reasonably developed and a 

rural sector
2
. Because of the dual character of the economy, 

developing economies are also distinguished by uneven 

development within a particular sector, in addition to variation 

between economic sectors. Targeting emerging markets, 

cybercrimes typically concentrate in well-established industry 

areas, such as the Chinese online gaming market, the Brazilian 

banking and financial sector, and the Indian outsourcing 

market
4
. 

 

Just as there are many different kinds of crimes that can be 

done, so too can the types of people that perpetrate cybercrimes. 

Cybercriminals can include young hackers, resentful workers 

and insiders, or foreign terrorists and spies. When these 

criminals employ computers in their crimes, they turn into 

cybercriminals. A computer could be the target of a criminal, or 

alternatively, the computer could be the object of the crime. A 

computer may also be the target of a crime, or to put it another 

way, the actual location of the crime or the cause of some types 

of asset loss. Examples of this kind of criminal activity include 

sniffers, logic bombs, and viruses. And last, the tool "used to 

commit traditional crimes" may be a computer. Identity theft is 

the most prevalent cybercrime that may be perpetrated via a 

computer, for instance. Nowadays, identity theft is referred to as 

the digital era's trademark crime
5
. 

 

With technology seeping in the modern times, the knowledge 

about operating the mobile and internet is very basic and 
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primitive that, now a child of an average age of 10 can use the 

mobile to comprehend question, read about current affairs and 

play. The information flow has risen due to the increased 

exposure of young adults in this age group to electronics and 

technology, but it has also created more opportunities for online 

deviant behaviours like cybersex ting, online stalking and sexual 

harassment, and fraud. Despite encouraging support for free 

internet, technology and the internet have given rise to a 

platform where abnormal behaviour can flourish, which has 

created an environment that is ideal for these kinds of 

cybercrimes. Younger generation given the age they are in and 

sudden outburst of hormones directly related to puberty and 

with their inquisitive mind towards the new technology and its 

use makes youths more susceptible to such kind of crimes
6,7

. 

 

As technology and the economics have advanced, the internet 

has become increasingly important in our daily lives. 

Cybercrime is a phenomenon that affects society and the 

economy. The information technology sector is one of the major 

growth drivers for the Indian economy and an engine of 

prosperity and expansion. This industry not only supports 

India's economy but also improves people's lives by directly and 

indirectly affecting a number of socioeconomic indicators, 

including employment, standard of living, and diversity. Given 

that the likelihood of encountering a cyber attack is closely 

correlated with the extent to which economic activities are 

digitalized
8
, India should be commended for its enormous 

digitization initiatives. The industry has made a significant 

contribution to changing the perception of our nation as a major 

player on the international stage offering top-notch business 

services and technological solutions
9
. Over 50 countries have 

formally released plans to combat potential cyber attacks, 

cybercrime, and/or cyber security threats
10

. The term 

"cyberspace" was initially used by William Gibson in his 

literary work "Neuromancer", which discussed electronic 

activities that occur in virtual worlds. The "Space Transition 

Theory" was developed by Jaishankar to explain the reasons 

behind cybercrimes. The thesis, which consists of seven 

postulates, describes how a person's behaviour varies in real and 

virtual spaces and how this could result in crimes being 

committed in virtual spaces
11

.
 
The US Department of Justice, for 

example, classifies cybercrimes as "forms of crimes that involve 

computers and networks" in general
12

. Parthasarthi defined 

cybercrime as “an illegal activity that uses computer to commit 

crime”
13

. 

 

A different estimate estimated that 42 million Indians were 

victimised online in 2011. The Norton Cybercrime Report of 

2011 stated that 30 million Indians have become victims of 

cybercrime, costing the Indian economy $7.6 billion annually
14

. 

Additionally, India has been the victim of well-known 

international cyber attacks. For example, the Stuxnet virus 

affected computers in India even though its intended purpose 

was to harm Iran's centrifuges at the nuclear site in Natanz
15

. 

India is also the source of a substantial number of cybercrimes 

that affect Internet users worldwide. For instance, the top 

country of origin for spam in 2011 and 2012 was India
16,17

. 

Similarly, in the second half (H2) of 2011, India had the highest 

phishing TLDs by domain score (determined as phish per 

10,000 domains), according to a phishing survey published by 

the Anti-Phishing Working Group (APWG) in April 2012
18

. 

India is one of the top non-North American countries from 

where click fraud originates
19

. India was sixth in terms of the 

quantity of complaints that the U.S. based Internet Crime 

Control Centre received
20

. 

 

Since each cybercrime is unique, it is impossible to define the 

term "cybercrime" precisely. Actually, the word "cybercrime" is 

a general one that describes any illegal activity carried out 

through a computer and the internet. But mostly, it refers to 

crimes that are done online, that is, when the victim and the 

perpetrator are both connected via the World Wide Web 

(WWW). Thus, crimes that target a computer or computer 

resource or those are done using a computer as a tool are 

considered cybercrimes. 

 

Strict definition of cybercrime cannot be found in the IT act, 

2000 or even the IT (Amendment) Act, 2008. In fact, the 

definition does not occur in any legislation in India. Going by 

the dictionary definition, a cybercrime may be said to be any 

criminal act that involves a computer, or a mobile, or similar 

electronic instruments of communication as a tool for the 

commission of the offence or as a target of the committed 

offence or both
21

. 

 

As on June 2012, India stood third in the world with respect to 

the percentage of Internet users. Internet users in India account 

for 17.2% of the global percentage, while China tops the list by 

contributing a massive 22% and the U.S., surprisingly, comes 

third with a contribution of 4.42%. India is experiencing an 

increase in cybercrime, similar to many other nations. In 2018, 

208, 456 cyber-related offences were reported. More 

cybercrimes were reported in the first two months of 2022 than 

in the whole of 2018. Throughout the epidemic, the numbers 

increased even more dramatically, with reported crime rising 

from 394,499 cases in 2019 to 1,158,208 cases in 2020 and 

1,402,809 crimes in 2021. India had a 15.3% rise in cybercrime 

between Q1 and Q2 of 2022. In addition, the number of Indian 

websites that have been hacked in recent years has been rising. 

In 2018, there were approximately 17,560 hacks. 26,121 more 

websites were compromised in 2020. In 2021, ransom ware 

attacks affected 78% of Indian organizations, with data 

encryption occurring in 80% of those cases. By contrast, the 

average attack percentage was 66% and the average encryption 

rate was 65% 
22

. 

 

Notably, during the course of the last 10 years, at least three 

pertinent review studies have called attention to the deficiencies 

and current condition of cybercrime research
23-25

. Examining 

both formal and informal institutions is vital to shed light on 

India's poor prosecution and conviction rates for cyber-

offenders. Researchers from the past have acknowledged that 
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both formal and informal institutions contain economic players 

and activity
26,27

. Another issue to consider is that the types of 

operations that cybercriminals engage in are quite similar to 

what Baumol refers to as destructive entrepreneurship
28

. 

According to Baumol's theory, the rewards that society's norms 

of conduct bestow on entrepreneurs-productive, unproductive, 

and destructive-determine how these entrepreneurs are 

distributed. We refer to these regulations as institutions
29

. 

 

High unemployment rates, significant income disparity, 

inadequate democratic institutions, low income and educational 

levels, which result in low levels of human development, and a 

dual economy are some of the main economic and social traits 

of emerging nations
30

. We contend that there is a close 

relationship between cyber security and cybercrime. 

 

Low income and education levels, for example, cause customers 

and developing world-based firms to adopt new technology 

relatively slowly. Since a large percentage of people in 

developing nations recently acquired computers and made their 

first Internet connections, many of them lack technological 

know-how and experience. The vast majority of them are also 

not proficient in the English language. This latter aspect is 

particularly important because the majority of security product 

instructions, information, and other elements are only available 

in English. A large number of Internet users in developing 

nations are unable to use IT security products that were created 

in English
19-21

. 

 

A dual economy can be defined as having two sectors: an 

industrialized urban sector that is reasonably developed and a 

rural sector
31

. Because of the dual character of the economy, 

developing economies are also distinguished by uneven 

development within a particular sector, in addition to variation 

between economic sectors
32

. Targeting emerging markets, 

cybercrimes typically concentrate in well-established industry 

areas, such as the Chinese online gaming market, the Brazilian 

banking and financial sector, and the Indian outsourcing 

market
33

.  

 

After doing a literature review, Acemoglu & Acemoglu et al
34,35 

have determined the basic and immediate origins of both wealth 

and poverty. Table-1 lists these, and the final column 

demonstrates how some of them are connected to cyber security 

and cybercrime in India. 

 

Cybercrime has been trending upwards in Karnataka
36,37

. 

Technically qualified cyber criminals are interested in new 

patterns of crime using new technologies. It goes without saying 

that cybercrime is a major problem in Karnataka, costing the 

state and its people a great deal of money. The fact that 

criminals are frequently effective in hiding their identities is the 

most pressing issue
38

. Figure-1 displays the total number of 

cybercrimes in Karnataka State that were reported to the 

National Crime Records Bureau between 2012 and 2021
39

. But 

as many crimes go unreported, this does not fairly represent the 

total number of crimes committed. 

 
Figure-1: Total number of cybercrimes reported in Karnataka State (2012–2021)

39
. 



Research Journal of Forensic Sciences ____________________________________________________________ ISSN 2321–1792 

Vol. 12(1), 9-15, January (2024) Res. J. Forensic Sci. 

 International Science Community Association 12 

Objectives of the Study: The goal of the current study was to 

investigate the socio-economic circumstances and situation of 

the families of cybercrime victims. 

 

Materials and Methods 

Primary data are the major source of information used in this 

study. 1500 Cybercrime victims’ families (2011-2012 to 2021-

2022) were collected from Conditions of Cybercrime victim 

families in Karnataka State. The respondents were surveyed 

using structured questionnaires to collect data. Statistical tools 

were utilised to evaluate and interpret data pertaining to 

cybercrime victims' families that were gathered from 30 districts 

throughout the state of Karnataka. 

 

The purpose of this review is to summarise the most recent 

research on the social and economic effects of cybercrime in the 

state of Karnataka as well as the obstacles to the efficient 

implementation and execution of the state's cybercrime laws. 

 

Results and Discussion 

Among 1500 cases of Cybercrime victim studied during 2011 - 

2022, majority of the victims were in the age group of 41-50 

(37.33%), the commonest type of Cybercrime (54%) 

encountered was Cyber stalking (Table-1). The commonest 

manner of Cybercrime was victim were in the gender of females 

(53.33%) followed by Cyber stalking victim accounting for 54% 

in male and female respectively. Most of the victims belonged 

to Urban area i.e. 1100 (73.33%) in comparison to rural area 

(26.67%). Persons of middle socio-economic strata are the 

commonest victims (53.34%) followed by upper class (30%) 

and lower class (16.66%) least involved (Table-3). Figure-1 

above depicts the years 2019 and 2020, when Karnataka state 

reported higher rates of cybercrime due to the COVID-19 

epidemic. Due to everything that involves online shopping.    

 

Nowadays, there are three ways to interpret the term 

"modernization": (1) as the internal growth of the European 

New Era in Western Europe and North America; (2) as the 

process by which non-first group countries try to catch up with 

them; and (3) as the evolutionary development of the most 

modernised societies (Western Europe and North America); that 

is, modernization as a continuous process carried out through 

innovation and reform that today denotes a shift to a post-

industrial society
40

. 

 

The commonest Cybercrime observed was the Cyber stalking 

and least encountered was the Morphing. This is consistent with 

the observations made by earlier studies. Victim being the 

commonest manner of Cyber stalking (54%) with residing in 

Urban setup belonging to Middle socioeconomic strata 

(53.34%). This is possibly due to illiteracy and poverty of the 

modernization in urban parts. They solely depend on the job for 

government, non-governmental and business income for their 

livelihood. Due to some reason (i.e. either lack of knowledge of 

computer or mobile phone) if they are not able to generate the 

required knowledge of using of online purchasing things for 

their day to day living and commitments, they may get 

Cybercrime and resort to victimised. 

 

 

Table-1: Shows age wise, common type of cyber-crime faced among the victims of Karnataka state.  

Age No, of Cybercrime victim Types of Cybercrimes faced No, of Cybercrime victim 

0-10 0 (0) Cyber stalking 810 (54) 

11-20 30 (2) Harassment via email 300 (20) 

21-30 25 (1.67) Cyber defamation 40 (2.66) 

31-40 60 (4) Morphing 30 (2) 

41-50 560 (37.33) Email spoofing 120 (8) 

51-60 475 (31.66) Hacking 50 (3.34) 

61-70 200 (13.34) Cyber flirting 150 (10) 

71 above 150 (10) Total 1500 (100) 

Total 1500 (100)   
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Table-2: Shows gender wise, common type of Cybercrime distribution among the victims of Karnataka State. 

Gender No, of Cybercrime victim 

Male 800 (53.33) 

Female 700 (46.67) 

Total 1500 (100) 

 

Table-3: Shows manner of Cybercrime, affected areas and socio-economic status of Cybercrime distribution among the victims of 

Karnataka State. 

Areas No, of Cybercrime victim Economic Status No, of cybercrime victim 

Rural 400 (26.67) Lower class 250 (16.66) 

Urban 1100 (73.33) Middle class 800 (53.34) 

Total 1500 (100) Upper class 450 (30) 

  Total 1500 (100) 

 

Throughout the past year, there has been a noticeable increase in 

cybercrime in the form of well-publicized ransom ware 

campaigns. Massive breaches exposed people to fraud by 

leaking personal data, while the Wanna Cry ransom ware attack 

disrupted services and endangered lives, affecting the NHS and 

numerous other businesses throughout the globe. Strategies are 

changing right now because businesses are being targeted more 

often than individuals, and although while the number of people 

falling victim to phishing attempts is rising, people are 

becoming more vigilant. 

 

In most cases, lone people or small groups perpetrate 

cybercrimes. Big organized crime gangs do, however, also 

utilize the Internet. These "professional" criminals create 

international criminal networks and devise inventive ways to 

carry out time-honoured crimes, such as cybercrime. 

 

Criminal groups might band together to undertake coordinated 

attacks by exchanging tactics and equipment. Cybercriminals 

can purchase and trade identities and stolen data on their 

underground marketplace. Because the Internet makes it simpler 

for people to conduct things anonymously and from anywhere 

in the world, it is exceedingly difficult to take action against 

cyber criminals. In reality, many of the machines used in cyber 

attacks have been compromised and are under the control of a 

remote attacker. Every country has a different set of crime laws, 

which can make things extremely difficult when a criminal 

attack another nation. 

 

Conclusion 

The same article contained accurate predictions about the rise in 

cell phone time theft and phone fraud, the use of biometrics and 

encryption to protect data in cyberspace, the rise in cyber 

attacks and fraud against government and business, the massive 

theft and fraud of credit cards, the internal theft of clients' 

identities by financially struggling and/or avaricious financial 

service employees. 

 

Cybercrimes are also on the rise in tandem with the rise in 

internet users. Everyday life is full of many types of 

cybercrimes. However, not everyone is aware of all of these 

kinds. The majority of people just have knowledge of viruses 

and worms and hacking. They don't know about identity theft, 

phishing, defamation, cyber stalking, etc. Understanding these 

crimes connected to the internet is essential in today's 

environment. 
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